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Abstract
Deepfakes, understood as synthetic media created using AI techniques that 
replace or manipulate a person’s likeness, represent a qualitative escalation 
in the history of disinformation. In conflict settings, their capacity to produce 
convincing false evidence introduces systemic threats to trust, civilian agency, 
and the conditions necessary for peace. This paper examines these threats 
within the normative framework of the right to peace, understood not merely 
as the absence of violence but as a positive entitlement to dignity, reliable 
communication, and the institutional conditions that sustain conflict resolution. 
Information integrity emerges as a critical conceptual bridge between this 
rights framework and the governance of synthetic media. The paper traces the 
historical trajectory of disinformation in warfare from classical propaganda 
to contemporary deepfake deployment. It argues that deepfake propaganda 
threatens to undermine the right to peace by contaminating conflict-relevant 
information, increasing verification burdens for minority and dissident claims, 
and complicating monitoring, accountability and peacebuilding processes. 
Against this backdrop, the paper explores the capacity of existing European 
Union digital legal frameworks, including the AI Act, the Digital Services Act, 
and the General Data Protection Regulation, to address these threats, alongside 
the Union’s external norm-promotion policies. It concludes that while the EU’s 
multi-layered regulatory ecosystem represents a significant advance, structural 
limitations persist. In addition, deepfake disinformation must be recognised 
not as a technological artefact but as a structural threat to peaceful relations, 
requiring sustained and internationally coordinated governance responses.

Keywords: deepfake, disinformation, propaganda, information integrity, right to 
peace, synthetic media.
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1. Introduction

Propaganda has long been recognised as central to the exercise of political 
power. From the First World War pamphlets analysed by Harold Lasswell 
(1938) to the mass media spectacles dissected by Jacques Ellul (1965), the 
shaping of perception has been as decisive as the use of force. At its core, 
propaganda operates by narrowing the boundaries of what is accepted as true, 
persuading populations not only to consent but to internalise the legitimacy of 
authority. This dynamic, often described by political theorists as the ease with 
which the many are governed by the few (Hume 1742), has been reproduced 
across centuries in different communicative forms.

In the digital age, the emergence of deepfake marks a new phase in visual 
deception. Deepfakes employ artificial intelligence (AI) to fabricate highly 
realistic images, audio, and video, eroding traditional markers of authenticity 
(Chesney and Citron 2019). Their potential use in propaganda is twofold: they 
may be deployed to spread fabricated content with the intention of deception, 
or they may cultivate an environment of epistemic instability in which 
citizens lose confidence in the possibility of distinguishing the real from the 
false (Vaccari and Chadwick 2020). This phenomenon, sometimes referred to 
as the ‘liar’s dividend’ (Chesney and Citron 2019, Schiff et al. 2025) not only 
undermines trust in information but also empowers actors who benefit from 
discrediting inconvenient truths. This is particularly severe in societies where 
political legitimacy and democratic accountability are fragile.

The intersection of deepfake technology with armed conflict has attracted 
growing scholarly attention. Researchers have documented the deployment 
of synthetic media in the Russo-Ukrainian war (Golovchenko 2022, Twomey 
et al. 2023), the Gaza war (Weimann and Weimann-Saks 2024, AL-Sahel 
2025, Roumate 2025), as well as AI-generated content designed to discredit 
humanitarian actors and distort battlefield realities (Akkuş 2025, Ahmad et al. 
2026). As Benkler et al. (2018) argue, the manipulation of information ecosystems 
now constitutes a form of power projection in its own right, one that operates 
below the threshold of conventional armed conflict while producing effects of 
comparable gravity. This threat has been theorised in relation to the emerging 
concept of information integrity, which is the condition in which public 
discourse is characterised by access to accurate, trustworthy, and pluralistic 
information (United Nations 2024). Scholars note that truthful information 
is a human rights concern that is foundational to the exercise of freedoms 
of expression, political participation, and, ultimately, to the realisation of 
the right to peace (Deibert 2019, Lubin 2020). The right to peace itself, while 
contested in international law, has gained normative traction through the 
United Nations (UN) Declaration on the Right to Peace (A/RES/71/189) and 
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the broader corpus of human rights instruments that affirm peace as both a 
precondition and a product of the enjoyment of fundamental rights. In that 
respect, deepfake propaganda emerges not merely as a regulatory problem 
but as a human rights violation in potential – one that demands governance 
responses commensurate with its structural consequences.

It is within this context that the European Union’s (EU) evolving digital 
regulatory architecture acquires particular significance. The EU has 
positioned itself as the world’s most ambitious jurisdiction for the governance 
of AI and online platforms, enacting the AI Act (Regulation (EU) 2024/1689), 
the Digital Services Act (Regulation (EU) 2022/2065), and operating the 
longstanding General Data Protection Regulation (Regulation (EU) 2016/679) 
as interlocking instruments of digital governance. Whether this regulatory 
architecture can translate into meaningful protection of information integrity 
in conflict settings and thereby contribute to safeguarding the human right 
to peace remains, however, an underexplored question in both human rights 
and EU digital governance scholarship. To date, European legal analysis 
mostly focuses on how deepfakes are defined and how disclosure obligations 
are framed, often noting that policy intent focuses on preventing deception 
while balancing freedom of expression and legitimate creative or editorial 
uses (Romero Moreno 2024, Łabuz 2024, Nguyen and Navdarashvili 2026).

This article examines the intersection between synthetic media, human 
rights, and digital governance. It explores how deepfake propaganda 
undermines the informational and institutional conditions necessary 
for peaceful relations, and assesses the extent to which existing EU legal 
frameworks can address these risks. Through a normative and doctrinal 
analysis, the study evaluates how the EU’s digital regulatory architecture 
can mitigate the destabilising effects of malicious synthetic media in conflict 
settings. In doing so, it also considers the broader implications of the EU 
approach for global peace and human rights governance.

The article proceeds as follows. Section 2 outlines the normative framework 
of the right to peace and information integrity. The paper then explores the 
evolution of disinformation in warfare and the emergence of deepfakes 
as a qualitative shift in propaganda. Section 4 analyses how deepfake 
disinformation may affect the informational and institutional conditions on 
which public trust, accountability and peacebuilding depend, focusing on 
conflict-relevant information, verification burdens for minority and dissident 
claims, and the work of monitoring, accountability and peacebuilding 
institutions. The following section analyses how the EU’s legal framework 
can address these challenges. Finally, the article concludes by reflecting on 
the broader implications for global peace and human rights governance.
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2. The Right to Peace and Information Integrity

This section explores the normative foundations of the right to peace and 
the emerging concept of information integrity as a material and institutional 
condition for peaceful social and political relations. It provides the analytical 
framework for examining how deepfake disinformation in conflict settings 
can be understood as a human rights concern.

2.1. The Right to Peace as a Collective Human Right
Whether the right to peace constitutes an autonomous individual and 

collective human right remains contested in international law. Peace is 
undoubtedly a foundational objective of the UN Charter and is recognised 
as a fundamental precondition for all human rights (Ivankiv 2020). However, 
this does not by itself establish a universally recognised, directly enforceable 
individual entitlement to peace. The legal status, content, and bearers 
of such a right remain subjects of substantial scholarly and institutional 
disagreement. Early studies, such as Alston (1980), question whether 
the language of rights could meaningfully be extended to peace without 
obscuring the legal content of more established rights. Other scholars have 
defended peace as a human right, while recognising that its legal character, 
beneficiaries, and institutional implications remain unsettled (Hayden 2002, 
Ife 2007, Schabas 2011). Some further argue that the right to peace remains a 
nascent norm that is often proclaimed but less frequently enforced (Woods 
2013, Guillermet Fernandez and Puyana Fernandez 2017).

The idea of a right to peace has nevertheless developed through a series 
of international and regional instruments. At the universal level, the 
Declaration on the Preparation of Societies for Life in Peace (1978), the 
Declaration on the Right of Peoples to Peace (1984), and the Declaration on 
the Right to Peace (2016), adopted by the UN General Assembly, articulate 
peace as a condition in which human rights, development, and international 
cooperation can be realised. These instruments are normatively significant, 
but they are soft-law declarations. They do not, without further legal basis, 
establish a universally enforceable individual right to peace.

Regional developments are similarly uneven. Article 23 of the African 
Charter on Human and Peoples’ Rights (1981) provides the strongest treaty-
based formulation by recognising the right of all peoples to national and 
international peace and security. Its protocol on the Rights of Women in 
Africa (2003) further connects women’s rights to peace and security. These 
provisions create binding obligations for relevant States Parties, yet their 
collective and regionally specific formulation should not be treated as 



PHRG, Online First Articles

Page 6 of 35 - Published in July 2026

T. N. A. Nguyen

evidence of a settled universal right held by every individual. The ASEAN 
Human Rights Declaration (2012) also affirms that every person and the 
peoples of ASEAN have the right to enjoy peace, but its declaratory status 
limits its enforceability. In contrast, the European and Inter-American 
human rights systems protect a range of rights and institutional guarantees 
conducive to peaceful societies, without recognising an autonomous right 
to peace.1

On that account, the article does not proceed on the assumption that the 
right to peace is a settled, universally justiciable legal entitlement, nor that 
every instance of deepfake disinformation constitutes a direct violation of 
that right. Instead, it uses the right to peace as a normative and interpretive 
framework. This framework directs attention to the conditions under which 
other human rights can be exercised and peace processes can function, 
including access to information, freedom of expression, equality and non-
discrimination, political participation, civilian protection, and the integrity 
of institutions responsible for accountability and conflict resolution.

The article understands the relationship between peace and human rights 
as mutually constitutive rather than strictly hierarchical. Accordingly, peace 
is more than just the absence of armed conflict. It also depends on conditions 
requiring justice, dignity, trust, and meaningful communication through 
which individuals and communities can coexist, make claims, and resolve 
disputes without coercion. In other words, a substantive conception of peace 
identifies the social and institutional conditions through which peaceful 
relations can be sustained.

On this basis, trust-building is the cornerstone of sustainable peace, which 
remains fragile where deep social divisions persist even in the absence of 
active hostilities (Cockell 2000, Cromwell and Vogele 2009, Fontecha-Tirado 
2018, Gehrig et al. 2023). Free and reliable information flows are essential 
to building this trust and dignity. When citizens have access to truthful 
information and feel their voices are heard, it fosters social cohesion that 
defines peace (Cox and Sisk 2017, Nesterova and Kim 2024). Conversely, 
systematic linformation manipulation and the denial of verifiable evidence 
sow the seeds of suspicion and grievance that can lead to violence. 
Information integrity thus functions as a material and institutional condition 
for sustaining peaceful social and political relations.

1	 For example, the right to freedom of peaceful assembly and association is a fundamental 
right guaranteed by the EU Charter of Fundamental Rights (Article 12) and the European 
Convention on Human Rights (Article 11). It is also covered under Articles 15 of the 
American Convention on Human Rights.
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2.2. Information Integrity as a Prerequisite for Peace
Information integrity refers to the accuracy, consistency, and 

trustworthiness or reliability of information circulating in society (United 
Nations 2024). The UN has recently highlighted information integrity as 
fundamental to achieving peaceful, inclusive societies. In 2024, the UN 
released Global Principles for Information Integrity, noting that the erosion 
of the integrity of information ecosystems undermines people’s ability to 
exercise their human rights and ‘hampers efforts to achieve peace’ (United 
Nations 2024, 3). Strengthening information integrity is seen as an urgent 
challenge, as today’s digital environment enables misinformation and 
disinformation to spread at unprecedented ‘volume, velocity and virality’ 
(United Nations 2024, 3). The UN’s framework suggests that a healthy 
information space where accurate, reliable information is accessible to all 
and freedom of expression is protected supports human rights and peaceful 
societies (United Nations 2024, 3).

In practical terms, promoting information integrity means ensuring 
people can exercise their right to seek and receive truthful information 
without manipulation or interference – a right grounded in Article 19 of the 
UDHR. During conflicts or crises, this principle becomes even more critical 
because reliable, factual communication can alleviate tensions and enable 
dialogue, whereas deceptive or distorted information can ignite distrust 
and fear. Peace negotiators often stress that ending violent conflict requires 
establishing truth and trust between former adversaries (Ward 1989, Alleyne 
2003). We can thus view truthful information as the lifeblood of peace or a 
vital precondition for rebuilding peaceful relations after periods of violence. 
Keeping that in mind, this article examines deepfake disinformation as a 
practice that can undermine the information environment on which civilians, 
minority communities, journalists, humanitarian actors, and international 
institutions depend.

3. From Deepfakes to Propaganda: Disinformation in 
Warfare

As media environments become increasingly decentralised and digitally 
mediated, deepfakes amplify long-standing techniques of propaganda 
while also introducing novel risks. Understanding this intersection requires 
revisiting the theoretical traditions that have explained propaganda as a 
technology of power and examining how these traditions illuminate the 
challenges posed by synthetic media in the twenty-first century.
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3.1. A Historical Overview of Propaganda and False Information 
in War

The use of disinformation as a weapon of war is as old as warfare itself. 
Throughout history, combatants have spread propaganda, rumors, and 
outright lies to weaken their enemies’ resolve and sway public opinion. Classic 
examples range from ancient stratagems to drop morale to the extensive 
propaganda campaigns of the World Wars. In World War I, governments on 
all sides used posters and press releases to demonise the enemy and bolster 
home front support (Kingsbury 2010). In World War II, radio broadcasts by 
figures like ‘Tokyo Rose’ and Nazi propaganda minister Joseph Goebbels 
disseminated misleading narratives on a mass scale (Richmond 2007, Keene 
2008). The Cold War era saw sophisticated ‘psychological operations’ and 
‘active measures’ by intelligence services (Taylor 2010). For instance, the 
Soviet KGB spread false stories like the infamous Operation INFEKTION, 
which propagated the myth that the U.S. created the AIDS virus to undermine 
adversaries (Geissler and Sprinkle 2013, Reader 2020).

By the late 20th and early 21st centuries, the advent of the internet and 
social media enabled ‘fake news’ and digital disinformation to spread rapidly 
in conflict zones. Examples include fabricated stories during the Balkan 
wars of the 1990s (Cappello and Sunter 2019, Ajšić 2025) or false reports 
about weapons of mass destruction in the Iraq War (O’Shaughnessy 2004). 
International law has long tolerated certain forms of military deception, 
permitting ruses of war such as camouflage and disinformation directed at 
enemy forces, provided they do not amount to perfidy, such as the misuse 
of protected symbols.2 However, the information battlespace today extends 
far beyond leaflets and radio broadcasts since it encompasses social media 
virality and AI-generated fake content that can reach millions of civilians 
instantaneously. This magnifies the potential harm of disinformation, 
blurring the line between permissible psychological tactics and harmful 
violations of the public’s right to truth.

3.2. Deepfakes as a Qualitative Leap in Digital Propaganda
In recent years, deepfake technology has emerged as a gamechanger in 

information warfare. Unlike traditional propaganda that might distort facts 
or use misleading words, deepfakes enable the fabrication of convincing 
visual evidence and personal avatars. A deepfake can literally put false 

2	 See Protocol Additional to the Geneva Conventions of 12 August 1949 (Protocol I), 
arts. 37(1)–(2); International Committee of the Red Cross (2005) Customary International 
Humanitarian Law, Rules 57 and 65.
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words into a real person’s mouth on video, making it appear that a political 
or military leader made statements or took actions that never occurred. This 
marks a qualitative leap in deception: whereas classic ‘fake news’ might 
involve writing a false article or doctoring a single photo, deepfakes produce 
immersive, hard-to-disprove simulations of reality. Therefore, highly realistic 
fake videos could take online disinformation to the next level, becoming the 
next propaganda frontier if left unchecked (Chesney and Citron 2019, Tomić 
et al. 2023, Argent 2025). The cost and skill barriers to creating deepfakes 
have dropped rapidly (Bernaciak and Ross 2022, Alanazi and Asif 2024), 
meaning not only state actors but also militias, terrorist groups, or even lone 
agitators can harness this technology.

Moreover, deepfakes excel at evoking emotional reactions, for example, 
seeing and hearing a trusted figure apparently betray you, or witnessing 
(on video) an alleged atrocity, can be far more impactful than reading a 
rumor. Audio-visual realism interacts strongly with the ‘seeing is believing’ 
heuristics (Sundar et al. 2021), thus deepfakes shift the credibility problem 
from ‘textual falsity’ toward contested authenticity in audio-visual evidence 
(Vaccari and Chadwick 2020). In conflict settings, this opens the door to 
dangerous psychological operations: an aggressor can fabricate videos to 
mislead soldiers and civilians, incite hatred, or create false justifications for 
violence. Deepfakes, therefore, represent a technological modality through 
which disinformation can be produced and disseminated. When deepfakes 
are intentionally deployed to influence political attitudes or behaviour, 
particularly in conflict settings, they function as tools of propaganda. It is 
noted that while propaganda may include truthful or selectively framed 
information, this article focuses specifically on deepfake disinformation 
as a technologically mediated subset of propaganda characterised by the 
deliberate fabrication of audio-visual evidence.

The malicious possibilities of deepfake disinformation are endless, ranging 
from a fake video of a general announcing surrender to bogus footage of an 
enemy atrocity used to justify retaliation to forged clips of peace negotiators 
appearing to break faith. As we will see, some of these scenarios are not 
merely hypothetical but have already been attempted in current conflicts.

3.3. Illustrative Examples of Deepfake Disinformation in 
Recent Conflicts

The ongoing war in Ukraine and recent conflicts in the Middle East provide 
striking real-world examples of how propaganda and deepfakes are deployed 
today. On March 18, 2022, during Russia’s invasion of Ukraine, a deepfake 
video of Ukrainian President Volodymyr Zelensky urging Ukrainian troops 
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to lay down their arms and surrender was released online and even briefly 
broadcast on a hacked TV station (Allyn 2022). The synthetic media mimicked 
Zelensky’s likeness and voice, creating a realistic illusion that the Ukrainian 
president had capitulated to Russia (Linehan et al. 2023, Samaha 2025). This 
incident was quickly exposed when Zelenskyy responded within hours by 
releasing a real video of himself resolutely denying the fake surrender and 
urging his people to keep fighting (Allyn 2022). A year later, in November 
2023, a more sophisticated deepfake targeted Ukraine’s Commander-in-
Chief Valerii Zaluzhnyi. In that AI-generated video, Zaluzhnyi appeared 
to announce a coup d’état against Zelenskyy after a supposed resignation 
(Osadchuk 2024, Slychko 2025). This fake video, which circulated on 
Telegram channels aligned with the Kremlin, aimed to fabricate a rift in 
Ukraine’s leadership and erode public trust in the government. Notably, it 
is observed that the 2023 deepfake was far more convincing than the cruder 
2022 attempt, with the visuals and audio being of higher quality, and only 
subtle glitches like slight lip-sync errors (Majchrzak 2023, Osadchuk 2024, 
Slychko 2025). Many casual viewers could not easily tell it was fake. The 
intent was clearly to sow confusion and the belief that Ukraine’s government 
was fracturing from within (Majchrzak 2023, Osadchuk 2024, Slychko 2025).

Another example comes from the Israel–Hamas conflict in Gaza in 2023. 
Observers noted an unprecedented flood of AI-generated fake images and 
videos amid the information chaos of that war (Klepper 2023, Tweissi 2025). 
One set of highly viral images, viewed millions of times, showed scenes of 
‘bloodied, abandoned infants’ amid the rubble of Gaza, presumably to accuse 
one side of heinous acts. These horrific pictures were later confirmed as 
deepfakes created with AI, containing tell-tale anomalies such as unnatural 
lighting in eyes or distorted fingers (Klepper 2023). Nonetheless, they 
succeeded in provoking real outrage and panic before being debunked. 
Both pro-Israeli and pro-Palestinian social media circles circulated various 
AI-fabricated visuals purporting to show atrocities by the other side, from 
images of babies in rubble to videos of Israeli missile strikes or tank incursions 
that never actually occurred (Klepper 2023, Klepper and Lemon 2023). Each 
fake was designed to ignite emotions and harden hatred, offering seemingly 
damning evidence that could be held up as proof of the opponent’s barbarity. 
The proliferation of such false images has added a new layer of alarm to an 
already bloody conflict. In addition to completely fabricated images, simpler 
forms of disinformation (sometimes called ‘cheap fakes’) also abounded, for 
example, authentic photos from other countries or past events were recycled 
and falsely relabeled as scenes from the current war (Klepper 2023). Old-
fashioned propaganda techniques like miscaptioning and rumor-mongering 
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now operate in tandem with cutting-edge AI fakery, creating a perplexing 
mix of truth and lies on the information battlefield.

Beyond these cases, deepfakes also have the potential to cause disaster 
and violence in other hypothetical scenarios. In West Africa, a suspected 
deepfake video of Gabon’s President in 2019 showing him in a strangely 
stiff, possibly doctored state led to rumors about his health and even 
triggered an attempted military coup by officers who doubted the president’s 
capacity (Cahlan 2020). In Myanmar, in 2021, the post-coup military regime 
broadcast what many believe was a manipulated or deepfaked video of a 
detained government minister confessing that he had bribed ousted leader 
Aung San Suu Kyi – a convenient claim that the junta used to justify its 
charges against her (AFP 2021). While it is unclear if that video was a true 
deepfake or a coerced statement, it exemplified how false video evidence can 
be deployed to discredit political opponents and lend credence to a regime’s 
narrative. One can easily imagine future conflicts where a fake video of a 
massacre is released to justify retaliation, or a fake audio recording of peace 
negotiators suggesting treason torpedoes delicate negotiations. This further 
creates a pernicious dilemma for journalism, as on the one hand, if media 
become overly cautious, real atrocities might go unreported; on the other 
hand, if they are not cautious enough, they risk amplifying lies. In fact, news 
organisations have hesitated to broadcast breaking news video from war 
zones out of fear it might be AI-fabricated (Byman et al. 2023).

4. Deepfakes as a Threat to the Right to Peace

This section examines how deepfake disinformation in conflict settings 
may affect the informational and institutional conditions on which legitimate 
and effective responses to conflicts depend. It considers three interlocking 
dimensions: the contamination of conflict-relevant information, increased 
verification burdens for minority and dissident claims, and complications for 
international peace organisations.

4.1. Undermining Access to Reliable Conflict-Relevant 
Information

As discussed in Section 3.3, documented incidents from Ukraine and Gaza 
show synthetic media circulating as fabricated military communication 
and purported evidence of atrocities (Allyn 2022, Klepper 2023). These 
examples denote how such content can enter conflict-related information 
environments relied upon by civilians, journalists, and humanitarian actors 
to interpret events and assess risks.
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Viewed through the right-to-peace framework developed above, deepfake 
disinformation may weaken the reliable communication and trust that support 
the exercise of established rights and peaceful societies. In times of conflict, 
civilians depend on accurate information about immediate dangers, alleged 
atrocities, and the credibility of ceasefire or negotiation announcements. This 
interest is connected to freedom of expression, which includes the freedom 
to seek and receive information and the right to truth in contexts of gross 
human rights violations. By introducing fabricated audiovisual content into 
these information environments, deepfakes can make it more difficult to 
assess the veracity of conflict-relevant claims. The UN has warned that ‘the 
erosion of information integrity’ through disinformation and AI-generated 
content can ‘undermine people’s ability to exercise human rights’ and even 
‘hamper efforts to achieve peace’ (United Nations 2024, 3).

Research on deepfakes and the ‘liar’s dividend’ indicates that fabricated 
content may reinforce prior beliefs and weaken confidence in visual evidence, 
with foreseeable consequences for conflict-related decision-making (Vaccari 
and Chadwick 2020, Twomey et al. 2023). Deepfakes may also reinforce 
existing biases where audiences are inclined to accept content that confirms 
their prior suspicions (Byman et al. 2023). Repeated uncertainty around 
visual evidence can increase fear, slow verification, and reduce confidence 
in sources during acute crises (Kuźnicka-Błaszkowska and Kostyuk 2025). 
Fabricated announcements concerning surrender, ceasefires, or imminent 
attacks could also create particular risks for civilian safety and public trust. 
Such risks can affect civilians’ ability to seek and receive information, which 
forms part of the broader conditions necessary for informed participation 
and peaceful relations.

4.2. Increasing Verification Burdens for Minority and Dissident 
Claims

Deepfakes technologies can increase verification burdens for minority 
communities and dissident or sub-state groups seeking justice or self-
determination. In many conflicts, affected individuals and communities rely 
on user-generated material, including mobile-phone footage, testimony, and 
social media posts, to document alleged abuses (Ristovska 2019, Ulbricht et 
al. 2022). Such material has become increasingly important in accountability 
processes, for instance, proceedings involving footage recorded by Syrian 
civilians (Shaheen 2015, Ristovska 2019). In this context, deepfakes do not 
make this material unreliable in itself. But the availability of convincing 
synthetic media can give states and other actors a plausible basis for 
challenging the authenticity of evidence and dismissing inconvenient material 
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as fabricated (Vaccari and Chadwick 2020, Pfefferkorn 2021). In Ukraine 
and the Netherlands v Russia before the European Court of Human Rights, 
Russian representatives asserted that visual evidence of their wrongdoing 
might have been fabricated3, seeking to cast doubt on the integrity of the 
fact-finding process (Llorente and McDermott 2024).

These challenges fall unevenly. Communities with limited access to digital-
forensic expertise may face greater delays and higher evidentiary demands 
when presenting claims, particularly where their accounts already receive 
unequal credibility. As Pfefferkorn (2021) notes, marginalised groups are 
often already less likely to be believed. The wider availability of deepfakes 
may make authentic material harder to verify and delay the recognition of 
credible claims. A broader retreat from reliance on video evidence could 
therefore disproportionately impede the recognition of genuine grievances.

4.3. Complicating Verification by International Peace 
Organisations

International institutions involved in peace and justice, including UN 
bodies, regional organisations and courts, depend on timely and credible 
information to monitor violations, assess compliance with ceasefires, 
investigate crimes and support accountability processes. In this context, 
user-generated evidence like smartphone videos from war zones has 
become an increasingly important source of information in these activities 
(Peake 2024). The availability of deepfakes will increase the importance of 
establishing provenance, corroborating evidence and assessing whether 
audiovisual material has been digitally manipulated.

Indeed, deepfakes pose an emerging evidentiary concern for the 
International Criminal Court and other criminal tribunals, particularly 
in relation to the authentication of digital material from conflict settings 
(Llorente 2024, Piers and Osaer 2025).4 Where parties contest the authenticity 
of audiovisual evidence, investigators may need to devote additional time and 
resources to corroboration and digital-forensic analysis. This can delay fact-
finding and create uncertainty around the public reception of institutional 
findings. As discussed above, Russia’s challenge to visual evidence in Ukraine 

3	 Russia challenged a photo of Russian soldier Stanislav Tarasov, used to geolocate him 
to Pavlovka during 2014 attacks, as manipulated. Russian officials claimed visual ‘signs of 
fakery’, such as a halo around the figure and allegedly cloned tanks, to cast doubt on the 
authenticity of digital evidence.
4	 Similar arguments have also appeared in domestic criminal proceedings, including 
prosecutions arising from the January 6 Capitol riot in the US, where defendants have 
questioned whether authentic video evidence could be a deepfake (Jenkins et al. 2024, 
Cohen 2025).
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and the Netherlands v. Russia illustrates how allegations of fabrication may 
be used to contest the integrity of a fact-finding process.

International organisations have also distinguished synthetic media as 
a prospective challenge to conflict monitoring and institutional trust. The 
OSCE recognised disinformation as an obstacle to objective monitoring in 
Eastern Ukraine (Tsymbaliuk 2021). In December 2021, the organisation 
held expert meetings on ‘Deepfake News’ as a multilateral policy challenge, 
further acknowledging that coordinated AI-driven falsehoods can hinder 
conflict resolution efforts (OSCE Representative on Freedom of the Media 
2021, Tsymbaliuk 2021). Similarly, NATO strategic communications experts 
have cautioned that deepfakes may foster distrust among Allies and between 
NATO and local populations in conflict zones (NATO 2024, Bjola 2025).

These assessments point to a plausible risk pathway through which 
synthetic media may increase verification burdens, weaken confidence 
in institutional findings and complicate the information environment on 
which international responses to conflict depend. Busch and Ware (2023, 
3) describe the more extreme prospect of an ‘infocalypse’, in which trust in 
audiovisual evidence is broadly eroded. Although current evidence does not 
establish that this condition has materialised in a particular conflict, the rapid 
development of synthetic-media technologies underscores the importance of 
institutional capacities for verifying and contextualising digital evidence.

5. EU Digital Laws as a Limited Architecture for Traceability 
and Distributional Governance

Building on the preceding analysis, this section examines how the AI Act, 
the Digital Services Act (DSA) and the General Data Protection Regulation 
(GDPR) can address deepfake disinformation in conflict settings. It assesses 
their respective contributions and limitations in supporting information 
integrity and the conditions necessary for peaceful relations before 
considering the conditional reach of EU external action and regulatory 
diffusion beyond the Union’s borders.

5.1. The AI Act
The AI Act is the world’s first comprehensive binding legal framework 

for AI (European Commission 2026a). Its most directly relevant provisions 
concern transparency obligations for AI-generated and manipulated 
content. Under Article 50(2), providers of AI systems capable of generating 
synthetic audio, image, video or text must ensure that outputs are marked 
in a machine-readable format and detectable as artificially generated or 
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manipulated. Article 50(4) further requires deployers to disclose where 
image, audio or video content constitutes a deepfake, subject to specified 
exceptions for artistic, creative, satirical or fictional works.

To support compliance with these obligations, the AI Office has developed 
the Code of Practice on Transparency of AI-Generated Content (European 
Commission 2026b). The Code provides more detailed guidance on the 
marking and detection of AI-generated or manipulated content by providers, 
as well as the labelling obligations of deployers under Article 50. It also seeks 
to encourage more consistent technical practices across the AI value chain.

Nonetheless, applicable from 2 August 2026, the transparency obligations 
under the AI Act may make it more difficult for synthetic media to circulate 
as authentic documentation of military developments, alleged atrocities 
or political communications. Their practical contribution will nevertheless 
depend on whether markers and labels retain their integrity as content 
circulates across platforms, and on effective enforcement throughout the 
services involved in its production and dissemination.

It should be noted that the technical specifications do not turn Article 
50 into an authenticity guarantee. Watermarks, metadata and other 
machine-readable signals may indicate that content has been generated or 
manipulated by AI, but their reliability depends on whether they remain 
available throughout the content’s circulation. Existing research shows that 
watermark-based detection can be evaded through post-processing, while 
deepfake-detection systems may be vulnerable to adversarial manipulation 
and may fail to identify material generated through new techniques (Cao and 
Gong 2022, Jiang et al. 2023, Zhao et al. 2025). Content generated through 
non-compliant systems or distributed outside regulated technical chains 
may contain no reliable marker. The presence or absence of a marker cannot 
establish whether a depicted event occurred, identify the original source of 
the material, or determine its political purpose.

These limitations carry particular significance in conflict settings. On 
one hand, false negatives may permit fabricated military communications, 
purported atrocity footage, or manipulated ceasefire announcements 
to circulate without warning. On the other hand, false positives can cast 
doubt on authentic documentation produced by civilians, journalists, or 
human rights defenders. That being the case, Article 50 and Code-based 
signals should function as prompts for further verification and contextual 
assessment. We should not consider them as conclusive evidence that a 
material is false, unlawful, or unworthy of circulation.

The technical limitations are also distinct from the question of how users 
interpret and respond to transparency signals. Even where labels are available 
and accurately applied, counter-disinformation signals can cause legitimacy 
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contests, especially when users perceive interventions as politically selective 
(Freeze et al. 2021). Taking labelling as an example, Martel and Rand (2023) 
find that disinformation warning labels can, on average, reduce belief in 
and sharing of disinformation, although effects vary by design choices, 
content characteristics, and user factors. Selective warnings can increase 
the perceived accuracy of unlabelled items through the ‘implied truth effect’ 
(Pennycook et al. 2020), while general warnings can reduce trust in valid 
information through the ‘tainted truth effect’ (Freeze et al. 2021). Aslett et 
al. (2022) similarly report limited average effects of credibility labels in some 
contexts.

Furthermore, the AI Act’s tiered risk classification also has a limited reach 
in relation to conflict-related deepfake propaganda. Deepfakes and synthetic 
propaganda are not, in themselves, classified as a distinct category of high-
risk AI systems. Although certain AI systems intended to influence electoral 
outcomes or voting behaviour may fall within the high-risk framework, 
conflict-targeted propaganda does not automatically meet this criterion.

Article 5 may apply in more exceptional circumstances. It prohibits AI 
systems that use subliminal, purposefully manipulative or deceptive 
techniques to materially distort a person’s behaviour and cause, or are 
likely to cause, significant harm. A system used to generate and disseminate 
deepfake propaganda to incite violence or manipulate civilian behaviour 
could potentially meet this threshold where these cumulative conditions 
are satisfied. Its application would depend on the system’s intended use, 
the nature of the manipulation and the likelihood of significant harm in 
the specific circumstances. This narrow route does not provide a general 
prohibition on harmful synthetic content or conflict-related propaganda. As 
Nguyen and Navdarashvili (2026, 199) observe, the AI Act’s approach to risk 
categorisation may provide limited protection for broader societal interests. 
The absence of a distinct category for malicious deepfakes therefore raises 
questions about the Act’s capacity to address societal harms associated 
with synthetic propaganda (Romero Moreno 2024, Łabuz 2024, Nguyen and 
Navdarashvili 2026).

Governance under the AI Act is entrusted to a multi-level architecture 
involving national competent authorities and, at the Union level, the 
European AI Office. The AI Office coordinates implementation, supports 
the development of codes of practice, and may provide guidance on the 
application of transparency obligations to general-purpose AI models. 
This institutional architecture enables Article 50 to be further specified as 
synthetic-media technologies evolve.

In this respect, the AI Act operationalises what Calo (2017) has described as 
the ‘notice’ function of law: alerting users, platforms and public authorities 
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to the artificial or manipulated nature of content. In conflict settings, this 
function can support informed civilian agency and verification, although it 
cannot itself establish authenticity or resolve contested factual claims.

5.2. The Digital Services Act
The DSA introduces a binding framework for online intermediaries, with 

the most stringent requirements applied to Very Large Online Platforms 
(VLOPs) and Very Large Online Search Engines (VLOSEs)5. It addresses 
the distributional conditions through which synthetic media can acquire 
systemic significance. Article 34 requires VLOPs and VLOSEs to assess 
systemic risks arising in the Union from how their services, including their 
algorithmic systems, are designed and used. These risks include actual or 
foreseeable negative effects on fundamental rights, civic discourse, electoral 
processes, and public security.

The DSA’s relevance to deepfake disinformation arises from the broader 
risk categories set out in Article 34. Risk assessments must consider the role 
of recommender systems, content moderation, advertising systems, and 
platform terms and conditions. They must also examine whether risks are 
influenced by intentional manipulation of the service, including inauthentic 
use, automated exploitation and the rapid dissemination of illegal content or 
information incompatible with platform rules.

Once a relevant systemic risk has been identified, Article 35 requires 
VLOPs and VLOSEs to adopt reasonable, proportionate and effective 
mitigation measures, with particular regard to their impact on fundamental 
rights. The non-exhaustive list of possible measures includes adjustments to 
recommender systems, content moderation processes, advertising systems, 
internal resources, and cooperation with trusted flaggers. Article 35(1)(k) 
further requires, where applicable, ‘prominent markings’ for manipulated 
or generated audiovisual content that falsely appears authentic or truthful 
as a possible mitigation measure, together with an easy-to-use functionality 
enabling recipients to indicate such content. Transparency and audit 
obligations under Articles 24, 42 and 37 provide further avenues for public 
and regulatory scrutiny of the measures adopted.

 In conflict settings, the DSA’s contribution is based on its capacity to address 
the conditions through which synthetic media is distributed, amplified and 

5	 Article 33(1) of the DSA classifies online platforms and search engines with more than 
45 million monthly active users as VLOPs and VLOSEs. See European Commission (2026d) 
‘Supervision of the designated very large online platforms and search engines under DSA’, 
retrieved from: https://digital-strategy.ec.europa.eu/en/policies/list-designated-vlops-and-
vloses (accessed: 14/04/2026) for the updated list of designated VLOPs and VLOSEs.
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made credible. Thus, a conflict-sensitive systemic-risk assessment should 
consider more than the volume of detected deepfakes. It is necessary to 
assess whether platform features amplify manipulated material, including 
recommender systems, advertising infrastructures, sharing functions, and 
reporting mechanisms. It is also crucial to anticipate how such material 
reaches affected populations, diasporic communities, and audiences exposed 
to conflict-related information operations.

Such assessment must also account for the rights implications of mitigation. 
AI-generated material is not necessarily unlawful, and automated detection 
may misidentify authentic civilian documentation, journalism or political 
speech. Under those circumstances, platforms should treat synthetic-
media indicators as one element of a broader assessment supported by 
contextual review, relevant linguistic expertise, transparent explanations 
and meaningful avenues to challenge inaccurate labelling or removal 
decisions. These safeguards connect the DSA’s systemic-risk framework to 
the verification burdens and institutional concerns identified in Section 4.

Article 36 of the DSA is also relevant to conflict-related disinformation 
because it establishes a crisis response mechanism,6 alongside the voluntary 
crisis protocols provided for Article 48. Where extraordinary circumstances 
create a serious threat to public security or public health in the Union or in 
a significant part of it, the Commission can request VLOPs and VLOSEs to 
assess whether their services contribute to the threat and to apply specific 
mitigation measures. As a result, the mechanism can address conflict-
targeted deepfake campaigns that produce demonstrable public-security 
consequences within the Union. Its reach nevertheless remains limited for 
campaigns directed principally at populations in third-country conflict zones. 
Even where the relevant content circulates through EU-regulated platforms, 
Article 36 requires a serious threat within the Union or a significant part of 
it (Buijs and Buri 2023).

The 2022 Code of Practice on Disinformation, integrated into the DSA 
framework as the Code of Conduct on Disinformation, complements 
these statutory obligations through a co-regulatory approach (European 
Commission 2026e). However, independent monitoring has identified 

6	 The crisis response mechanism was developed in the context of Russia’s full-scale invasion 
of Ukraine and the associated manipulation of online information. The Council described 
the mechanism as a response to the particular impact of the aggression on the online 
information environment, while Recital 91 expressly identifies armed conflicts among the 
circumstances that may generate a crisis under Article 36. The EU’s earlier suspension of RT 
and Sputnik broadcasting activities formed part of a separate sanctions response to Russian 
information manipulation and military aggression (Council of the EU 2022a, 2022b).
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uneven reporting quality and ongoing gaps in transparency and access for 
scrutiny (Dragomir et al. 2024, Botan and Meyer 2025, Böswald 2025).

In the final analysis, the DSA’s effectiveness remains contingent on the 
quality of platform risk assessments, the resources dedicated to mitigation 
and the capacity of regulators and external researchers to scrutinise 
implementation. Platforms face practical difficulties in identifying 
manipulated content originating from user uploads or distributed across 
services outside the EU. The systemic-risk regime also leaves substantial 
discretion to platforms in defining risks and selecting mitigation measures, 
raising concerns that commercial incentives may encourage formal or 
performative compliance (Meßmer and Degeling 2023, Chapman 2025, Reich 
and Calabrese 2025). Windwehr (2025) identifies a ‘critical lack of standardized 
processes, assessment methodologies and reporting templates’ in the DSA’s 
risk governance approach. In conflict settings, these limitations heighten the 
need for timely contextual assessment and safeguards against the wrongful 
suppression of authentic documentation and protected expression.

5.3. The General Data Protection
The GDPR has a limited but distinct role where deepfake disinformation 

exploits an identifiable person’s ‘personal data’7. Where the creation or 
dissemination of synthetic media entails the processing of personal data, 
including images or voice recordings used to generate fabricated content, 
that processing must comply with the GDPR’s requirements of lawfulness.8 
In conflict settings, the covert collection and synthetic manipulation of 
individuals’ images or voices for propaganda purposes may therefore 
constitute unlawful processing in the absence of a valid legal basis.

The GDPR’s contribution is primarily remedial. Individuals may request 
the erasure of unlawfully processed personal data under Article 17 (right 
to erasure), object to processing in the circumstances specified by Article 
21, and lodge complaints with the competent supervisory authorities. In TU 
and RE v Google LLC (C-460/20), the Court of Justice further recognised de-
referencing as a possible remedy where a data subject can substantiate the 
manifest inaccuracy of indexed information.9 These avenues offer a measure 

7	 ‘Personal data’ is defined as ‘any information relating to an identified or identifiable 
natural person’ (Article 4 GDPR).
8	 Processing of personal data requires a lawful basis under Article 6 of the GDPR. In 
addition, where images, voice recordings or related data are processed as biometric data 
for the purpose of uniquely identifying a natural person, Article 9 GDPR may additionally 
apply and generally prohibits processing unless one of its specified exceptions is satisfied.
9	 In TU and RE v Google LLC (C-460/20), the Court held that a search-engine operator 
must grant a de-referencing request where the data subject provides relevant and sufficient 
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of redress where deepfake content impersonates or falsely attributes conduct 
to an identifiable person and where the relevant controller, search engine 
operator or platform falls within the GDPR’s territorial scope.

 Nonetheless, the GDPR does not directly address emergent data issues, 
such as AI-driven profiling or algorithms, beyond treating them as generic 
automated processing subject to human review under Article 22 (El-Gazzar 
and Stendal 2020). It cannot prevent coordinated propaganda campaigns, and 
enforcement against state or non-state actors operating from conflict zones 
or adversarial jurisdictions is likely to be limited. Thus, the data protection 
regulation mainly provides a supplementary avenue for individual redress in 
cases of identity-based deepfake harm.

5.4. EU External Action and the Conditional Reach of Regulatory 
Diffusion

This article argues that EU regulatory instruments have the possibility, 
though limited, to influence information integrity beyond the Union’s 
borders. Through their respective territorial scopes, the DSA Act and the AI ​
Act provide incentives for online platforms and AI developers to implement 
transparency, labeling, and risk mitigation measures across a wide range of 
their services. Such product-level spillovers can extend certain safeguards 
to users outside the EU where providers operate integrated global systems. 
Their practical value, however, depends on timely implementation, adequate 
resourcing, and the capacity to respond to local information environments.

The Brussels Effect10 offers one account of how EU regulation can influence 
corporate practices and regulatory developments beyond the Union (Bradford 
2020). Globally operating firms may have incentives to develop common 
compliance infrastructures where product architecture, organisational 
structures and market incentives favour uniform approaches (Christakis 
2020). In the context of deepfake disinformation, this move could extend 
transparency and risk-mitigation practices to information environments in 
third countries where EU-regulated platforms play a significant role in public 
communication. Nevertheless, the operation of the Brussels Effect remains 
conditional. Recent scholarship cautions that regulatory fragmentation, 

evidence capable of establishing that the indexed information is manifestly inaccurate, 
without generally requiring a prior judicial ruling against the original publisher. The 
remedy concerns the continued discoverability of material through search results, rather 
than removal of the original content, and remains subject to a balance with freedom of 
expression and information.
10	 The Brussels Effect refers to the tendency of EU regulations to produce de facto 
global standards as multinational companies and third-country regulators align with EU 
requirements in order to access European markets (Bradford 2020).
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divergent compliance strategies and competing geopolitical or commercial 
incentives may perhaps constrain the global reach of EU rules, particularly 
in rapidly developing technological sectors (Almada and Radu 2024, 
Bastos Lima and Schilling-Vacaflor 2024).

The preceding analysis of Ukraine and Gaza illustrates the practical 
significance of these limits. In Ukraine, EU regulatory leverage has a closer 
connection to the conflict-related information environment where campaigns 
circulate through platforms serving EU recipients and may generate security 
consequences within the Union. In Gaza, EU rules may influence the policies 
of global platforms, but they cannot directly govern the actors responsible 
for information manipulation or guarantee meaningful protection for 
affected populations. This suggests that regulatory diffusion only supports 
information integrity where it is accompanied by timely implementation, 
local-language expertise, independent verification capacities, meaningful 
access to platform data and safeguards for freedom of expression.

In addition, EU external action can also support the uptake of information-
integrity safeguards in conflict-affected settings. The East StratCom Task 
Force (European External Action Service 2025) and EUvsDisinfo (European 
External Action Service 2019) have documented and challenged Kremlin-
aligned information manipulation campaigns11 since 2015. Although 
EUvsDisinfo operates primarily as an analytical and public awareness 
initiative, it provides a model for publicly accountable monitoring and 
verification work. The EU further supports information resilience through 
development cooperation and peacebuilding instruments, including the 
Instrument for Pre-accession Assistance (IPA III) (European Commission 
2025) and the Neighbourhood, Development and International Cooperation 
Instrument (NDICI-Global Europe) (European Commission 2026c).

These initiatives complement the AI Act and DSA by strengthening the 
local and institutional capacities required for effective information-integrity 
protection. It is also important to sustain cooperation with international 

11	 The EU’s focus on Kremlin-aligned information manipulation forms part of its wider 
response to Russia’s destabilising hybrid activities. In April 2026, the Council imposed 
restrictive measures on Euromore and Pravfond, describing them as entities that disseminate 
or reinforce Russian propaganda and disinformation targeting European audiences and 
Ukraine. The measures were adopted under the EU framework established in October 
2024 to address Russian actions undermining the Union’s and its Member States’ security, 
stability and democratic institutions (Council of the EU 2026).
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organisations,12 independent media,13 civil-society organisations14 and 
humanitarian actors15 in order to connect EU regulatory leverage with the 
realities of conflict monitoring and peacebuilding beyond the borders.

6. Conclusion

This paper argues that deepfake disinformation in conflict settings 
constitutes not only a technological challenge but also a structural threat 
to the human right to peace. Synthetic media disintegrates the epistemic 
foundations on which peacebuilding is built. The article identifies three 
major consequences of deepfake disinformation in a conflict setting. First, it 
can contaminate the information on which civilians rely to assess risks and 
make decisions. Second, it can increase verification burdens for minority 
and dissident communities seeking recognition of their collective rights 
and political claims. Finally, it can complicate the work of multilateral 
institutions involved in international responses to conflict. These dynamics 
establish deepfake disinformation as a threat not only to individual dignity 
but also to the structural preconditions of international peace and security.

The article then analyses the EU’s legal framework as a governance response 
to these risks. In general, the current digital legal framework imposes 
accountability on platforms, creates detection and disclosure incentives for 
AI developers, and extends protective norms beyond EU borders through 
its extraterritorial effects. Yet structural limitations remain. Enforcement 
against state and non-state actors operating from conflict zones or adversarial 

12	 Relevant reference points include UNESCO’s Internet Universality ROAM-X Indicators, 
which support rights-based and evidence-informed assessments of national information 
environments, and the Council of Europe Framework Convention on Artificial Intelligence 
and Human Rights, Democracy and the Rule of Law, which provides for transparency and 
oversight, risk and impact management, digital literacy and international cooperation. 
These frameworks can inform capacity-building and rights-sensitive responses to synthetic 
media, although neither provides a conflict-specific mechanism for deepfake governance.
13	 See, for example, Bellingcat, a Netherlands-based open-source investigative organisation 
whose work has included the verification and documentation of Russian military activity 
and alleged war crimes in Ukraine, and The Kyiv Independent, a Ukraine-based English-
language outlet that combines frontline reporting with war-crimes investigations following 
Russia’s full-scale invasion.
14	 Relevant civil-society organisations include the Centre for Information Resilience, 
StopFake and Detector Media. Their work on open-source investigation, fact-checking, 
media monitoring and media literacy can provide local-language and contextual expertise 
for identifying conflict-related information harms.
15	 See, for instance, the International Committee of the Red Cross and the United Nations 
Office for the Coordination of Humanitarian Affairs, which can provide insight into how 
manipulated information affects civilian protection, humanitarian communication and 
access to assistance.
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jurisdictions is constrained, and regulatory cycles struggle to keep pace with 
technological change. One could argue that the EU framework is necessary 
but insufficient, requiring both stronger internal coherence among its 
instruments and external engagement to anchor equivalent norms within 
international governance processes.

Against this backdrop, the author proposes two directions through 
which the EU could develop a more operational response to conflict-related 
deepfake disinformation. First, the Commission should issue public guidance 
setting out when it will consider activating Article 36 DSA in conflict-
adjacent situations. Such guidance could identify coordinated synthetic-
media campaigns as a potential crisis trigger where they create a serious 
and demonstrable threat to public security within the Union, including by 
targeting EU-based communities, disrupting emergency communication, 
endangering civilians, or materially undermining the integrity of information 
relevant to an ongoing conflict. Any Article 36 decision should require 
designated platforms to conduct rapid risk assessments, preserve and share 
relevant evidence with competent authorities, implement proportionate 
distributional and labelling measures, and report publicly on the effectiveness 
and human rights implications of those interventions.

Second, the EU should establish a structured coordination framework 
with relevant UN bodies for conflict-related synthetic-media incidents. 
This framework should include a common referral channel for credible 
incidents, access to independent technical and forensic expertise, and shared 
indicators for assessing risks to civilian safety, humanitarian operations and 
peace negotiations. Effective implementation will also require coordinated 
information-sharing arrangements between platforms, regulators, and 
relevant international actors, designed with appropriate safeguards for 
personal data and other fundamental rights (Albakri et al. 2019, Borden et 
al. 2019). The framework should also incorporate safeguards against the 
use of counter-disinformation measures to suppress protected expression 
in politically contested contexts, consistent with the need to preserve a 
pluralistic information environment and freedom of expression (United 
Nations 2024).

On a final note, the UN Secretary-General António Guterres (2024) has 
called for a global code of conduct to promote information integrity on online 
platforms, aiming to stem disinformation that fuels conflict and hatred. At 
the same time, measures targeting synthetic media must preserve freedom 
of expression, protect journalism, and resist instrumentalisation by states 
seeking to suppress legitimate dissent under the cover of disinformation 
control. As the UN (2024, 3) affirms, information integrity ‘entails a 
pluralistic information space that champions human rights [and] peaceful 
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societies’. In other words, defending truth in the public sphere has become 
inseparable from defending peace itself. By protecting the integrity of public 
communication against deception and hatred, we uphold the conditions in 
which peaceful societies can flourish.
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